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Disable Directed Multicast

Directed Multicast Service (DMS), is a standard that allows client device(s) to
request the AP to transmit the required multicast packet as unicast frames. One of
the many benefits of this procedure is the ability for client devices to take greater

advantage of existing power saving abilities. However, there are manufacturers
that do not take advantage of the 802.11v standard, so this presentation will
explain the step-by-step procedure of disabling this standard for a custom WLAN

on the Unleashed Master.



Agenda

e (Getting Started
e Step by Step CLI Commands for each WLAN
e Verify Changes with Step by Step CLI Commands



Getting Started

42 Gather the Following Information

Please gather the Username for the Unleashed Master.
Please be prepared with the Password for the Unleashed Master.
Please collect the IP Address of the Unleashed Master.

Provide the ESSID that will be modified.
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Getting Started

Software Requirement is a Terminal Emulator

PUTTY is an open source terminal emulator app that acts as a client for the following:
SSH, Telnet, rlogin, Serial ports as well as TCP computing protocols.

PUuTTY is free to download. The latest version of software can be found at this website.
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Download the file under “Alternative binary files” on the site, please select the “64-
bit:” version of the executable file called “putty.exe”.
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Step by Step CLI Commands for each WLAN

%ﬁg’ PuTTY Configuration Interface

La U nch puttyexe #R PuTTY Configuration ? X
Category:
El Ssssion . I Basic options for your PuTTY session ‘
Enter in the IP Address of the Unleashed & Tomeat \f;jjga‘;:;ﬁrj;j;f;j"a"“°°°""e°‘;;l
Master. e [10108200 [Ea—
- Features Connection type:
=) Window (ORaw OTelnet ORlogin @SSH O Serial
. - Appearance )
Ensure that "Port” field has the value of _?eﬁw :av:s;::;::.mmmt
“22” filled in. E?::(S:::ZﬁtrSn | | | |
&3 Conmection Default Settings | load |
. . ... Data [ Sa!e ]
Ensure the Connection type is “SSH”. Py Coues |
| o
Then click on “Open” to launch the s Glose window on s |
. . OAways (ONever (@ Only on clean exit
terminal interface.
[ (o] o
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "admin" and press enter.

You will receive an acknowledgement of i —_—_—_—-
“Please login:” prompt.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in the “username” and press
enter.

You will receive an acknowledgement of |
“Password:”prompt.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in the “password” and hit enter.

& 10.10.8.200 - PuTTY
B s R e

Please note you will not see your
password as it's being typed out.

Please login: bobby

ruckus>

You will be greeted to “Welcome to
Ruckus Unleashed Network Command
Line Interface” and the next “ruckus>"
command prompt.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “enable” and press enter.

2 10.10.8.200 - PuTTY
By s e e e e

You will receive an acknowledgement
of “ruckus#”prompt.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "conf" and press enter.

2 10.10.8.200 - PuTTY

You will receive an acknowledgement of [ —_—_G_.
“You have all rights in this mode” with

the next “ruckus (config) # command
prompt.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface
Type in the "wlan "WLAN NAME that

1127

was created in the Unleashed Master"” [#wmsz0 e S
and press enter.

Please review my example of the
command line. zackis (config) § wian tSaven: Remore commerl

Sa
ruckus (config-wlan) #

An acknowledgement of the command
will be displayed and the “ruckus
(config-wlan) # prompt will be
displayed.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "gos directed-threshold 0” and

press enter. 110.3zoo.pum

jin as: admin

An acknowledgement of the command |
will be displayed and the "ruckus o nave a1

babled abt onfig "Savant Remote Control"™
. . he service 'Savant rol' has been save the service, type 'end' or 'exit'
(CO nflg_\N|an) # prompt WI” be ruckus (config-wlan) # gos reshold 0
The command was executed successfully. To save the changes, type 'end' or 'exit'
ruckus (config-wlan) #

displayed.
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "directed-threshold 0” and press

enter. £ 10.10.8.200 - PuTIY —

# login as: admin

Please login: bobby
Password:
A | | d t fth d Welcome to Ruckt Unle hed Network Command Line Interf e
n aC <nO\N e gemen O e Comman chi:rsrc e;abiz us Unleashe etwor ommand Line Interface
ruckus# conf

will be displayed and the “ruckus

ruckus (config) # wlan "Savant Remote Control”

. B The WLAN service 'Savant Remote Contro has been loaded. To save the WLAN service, type 'end' or 'exit'.
(Conf|g_w|an) # prompt will be SRECETE AR e (e T e

The command was executed successfull o save the changes, type 'end' or 'exit'.
ruckus (config-wlan) # directed-threst ZI

dlsplayed The command was executed successfully. o save the changes, type 'end' or 'exit'.
.

ruckus (config-wlan) #
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "no gos directed-multicast” and

press enter. £ 10.10.8.200 - PuTIY

# login as: admin

Please login: bobby
Password:
A k | d t f th d Welcome to Ruckus Unleashed Network Command Line Interface
N acknowleagement O e comman e e RASBEUINe SaoRELCH SOTRESECACE
.|| b d. | d d h )) k ruckus# conf
t You have all rights in this mode.
\Nl e |Sp aye an e ruc US Iuckas(zonfig)# wlan "Savant Re:'.r:xce Control"”
f. | .|| b The WLAN service 'Savant Remote Control' has been loaded. To save the WLAN service, type 'end' or
—_ # t ruckus (config-wlan) # gos directed-threshold 0
(Con |g W an) promp Wl e The commland was execult::a’d (suczes:full'_,: T::: save the changes, type 'end' or 'exit'.

ruckus (config-wlan) # directed-threshold 0

dISplayed The command was executed successfully. To save the changes, type 'end' or 'exit'.
. -~

ruckus (config-wlan) # no gos dir
The command was executed successfully. To save the changes, type 'end' or 'exit'.
ruckus (config-wlan) #
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “exit” and press enter.

2 10.10.8.200 - PuTTY - O

a
# rgin as

: admin

Please login: bobby

An acknowledgement of WLAN was
updated and Saved You W||| also rece|ve siiiz:;dm Ruckus Unleashed Network Command Line Interface

ruckus> enable
ruckus# conf

another acknowledgement “Your

ruckus (config) # wlan "Savant Remote Control”

)) The WLAN service 'Savant Remote Contro has been loaded. To save the WLAN service, type 'end' or
cha nges have been saved.” as well as CiCkaaatiy winay ata alrc ten Ehouancan
‘ The command was executed successfully. To save the changes, type 'end' o 'exit'.

ruckus (config-wlan) # directed-threshold 0

the dlsplay Of IIrUC|<US (Conflg) #” The command was executed successfully. To save the changes, type 'end' or 'exit'.
ruckus (config-wlan) # no gos directed-multicast
The command was exe ed successfully. To save the changes, type 'end' o ‘exit'.
p ro m pt ruckus (config-wlan)
¢ The WLAN service 'Savant Remote Control' has been updated and saved.
Your changes have been saved.
ruckus (config) #
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “exit” and press enter.

2 10.10.8.200 - PuTTY - O

a
I4

Please login: bobby

An acknowledgement of your changes
have been Saved \Nl” appea r xiZii:D_Zd;.:, Ruckus Unleashed Network Command Line Interface

ruckus> enable

ruckus# conf

You have all rights in this mode.

ruckus (config) # wlan "Savant Remote Control”

“ “ 1 he A ervice 'Savar emote Contro I een loaded. To ve the A ervice ype ‘'er o exi v
The rUC|<US# prom pt Wlll nOW appea r-- :Z;g?i;;i;i;;?:’;:; izie’z;;:i;’il has been loaded. To save the WLAN service, type 'end' or 'exit'

The command was executed successfully. T« the changes, type 'end' or 'exit'.
ruckus (config-wlan)# directed-threshold

The command was executed successfully. ) the changes, type ‘'end' or ‘'exit'.
ruckus (config-wlan) # no gos directed-multicast

The command was executed successfully. To save the changes, type 'end' or 'exit'.
ruckus (config-wlan)# exit

The WLAN service 'Savant Remote Control' has been updated and saved.

Your changes have been saved.

ruckus (config) #

Your changes have

ruckus#
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Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “exit” and press enter.

2 10.10.8.200 - PuTTY - O

a
I4

Please login: bobby

The final "exit” command will save all of
the Wor‘k and autOma‘Uca”y eX|t Out Of xiZii:D_Zd;.:, Ruckus Unleashed Network Command Line Interface

ruckus> enable
ruckus# conf

Putty You have all rights in this mode.

° ruckus (config) # wlan "Savant Remote Control”

The WLAN service 'Savant Remote Control' has been loaded. To save the WLAN service, type 'end' or 'exit'.
ruckus (config-wlan) # gos directed-thresl
The command was executed successfully. T« the changes, type 'end' or 'exit'.
ruckus (config-wlan)# directed-threshold
The command was executed successfully. ) the changes, type ‘'end' or ‘'exit'.
ruckus (config-wlan) # no gos directed-multicast
The command was executed successfully. To save the changes, type 'end' or 'exit'.
ruckus (config-wlan)# exit
The WLAN service 'Savant Remote Control' has been updated and saved.
Your changes have been saved.
ruckus (config) # exit
Your changes have been saved.
ruckus# 0
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Recap and Verify Changes

Steps followed and Steps to follow

By using PUTTY we were able to do the following:

Modify the WLAN by disabling directed-multicast by using a step-by-step command
process.

Please note that if the above sequence of commands is not followed exactly, the
directed-multicast settings of the unit will be wiped out.

Now we are going to verify the changes we made by using PuTTY once again. This will
be a step-by-step command process.
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Verify Changes with Step by Step CLI Commands for each WLAN

%ﬁg’ PuTTY Configuration Interface

La un Ch p utty exe #R PuTTY Configuration ? X
Category:
El Ssssion . I Basic options for your PuTTY session ‘
Enter in the IP Address of the Unleashed & Tomeat \f;jjga‘;:‘(’;ﬁrj;‘;:;;j e l
Master. e [10108200 [Ea—
- Features Connection type:
=) Window (ORaw OTelnet ORlogin @SSH O Serial
. - Appearance )
Ensure that "Port” field has the value of _?eﬁw :av:s;::;::.mmmt
“22” filled in. s -
&3 Conmection Default Settings | load |
. . ... Data [ Sa!e ]
Ensure the Connection type is “SSH”. Py Coues |
| o
Then click on “Open” to launch the s Glose window on s |
. . OAways (ONever (@ Only on clean exit
terminal interface.
[ (o] o
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "admin” and press enter.

You will receive an acknowledgement of i —_—_—_—-
“Please login:” prompt.
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in the “username” and press

enter.

You will receive an acknowledgement of |
“Password:”prompt.
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in the “password” and hit enter.

& 10.10.8.200 - PuTTY
- R A R T,

Please note you will not see the
password as it's being typed out.

obby

ruckus>

You will be greeted to “Welcome to
Ruckus Unleashed Network Command
Line Interface” and the next “ruckus>"
command prompt.
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “enable” and press enter.

2 10.10.8.200 - PuTTY =
By s e e e e

You will receive an acknowledgement
of “ruckus#”prompt.
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in "debug" and press enter.

&2 10.10.8.200 - puTTY

You will receive an acknowledgement
message and the “ruckus (debug)
#”prompt.
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “remote_ap_cli—A “set gos

directedDHCP disable”" and press enter. PIGA B

Several acknowledgements of your
changes will appear. It is imperative that i
verification of this command was o
executed properly.

"set gos directedDHCP disable"
HC s I ey ey
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

2711

Type in “remote_ap cli-A "get qos

and press enter. @ 10108200 rurr -

# login as: admin

Please login: bobby
. . . Password:
You \Nl || recelve ma ny messages for thls Welcome to Ruckus Unleashed Network Command Line Interface
ruckus> enable
. n . ruckus# debug
command. Scroll up to view "Directed e
° ruckus (debug) # remote_ap cli -A "set gos directedDHCP disable”
. n ——-—-— Command 'rkscli -c "set gos directedDHCP disable "' executed at 60:d0:2c:38:22:9
DHCP‘ Dlsabled Direcet DHCP is Disabled
° ° 10):4
—-——— Command Execution Summary:
success: 1
failure: 0
total: 1
remote_ap_cli "-A" ""set" "gos" "directedDHCP" "disable""
ruckus (debug) # remote_ap cli -A "get gos"
—-——— Command 'rkscli -c "get gos "' executed at 60:d0:2c:38:22:90
Tx Failure Threshold: 50 Dead Station Count: 0

Forward to Querier: Disabled

Directed DHCP: Disabled
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Verify Changes with Step by Step CLI Commands for each WLAN

PUTTY Terminal Interface

Type in “quit" and press enter.

wyw e L J

14EDBBEFDCY91 (ethO)

o
o d
o o

OO
[« =]
o o

14EDBBEFDCY91 (ethO0)

Type Iﬂ ”eXit” at the //ruckus #H prompt | 14EDBBEFDC91 (eth0)

14EDBBEFDCY91 (eth0)

(=]
=]
=]

This final “exit” command will gl < : it ot i)

14EDBBEFDCY91 (ethO0)

automatically exit out of Putty. > soss0s1 cat  L4EDEBEFDC1 (eth0)

= IR = ) |
[ = 1 — ] — |

Ruckus Wireless SmartMedia flows

OK
———-— Command Execution Summary:
success: 1
failure: 0
total: 1
IEII‘.OCE ap Cll n _A" nmn get " " qus mw
ruckus?degug)# quit
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Important Note for Disabled Directed Multicast WLAN(s)

*A° Disabled Direct Multicast WLAN(s)

Please do not modify the WLAN after Edit WLAN .
completing these steps. Any modifications you mEm—]

. . . | O Guest Access guest access policies and access control will be applied
made in these steps will be completely wiped |
Authentication Method: « Open (. 802 1X EAP () MAC Address
O u t . Encryption Method: « WPA2 WPA3 () WPA2/WPA3-Mixed OWE None
* Pas! password

Please do not open the “Edit WLAN” in the
Unleashed Master and hit the “OK” button. It vy s o e [ e

will wipe out all the steps completed. Hit the “x” |
button to exit out of the “Edit WLAN” window. o a5

If modifications are made or the “OK” button is
pressed, you will be required to follow these | -
steps again to Disable Directed Multicast.
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